


Avaya IP Office R11

Introduction

This document is intended to support you with the integration of XCAPI into an existing
environment of the Avaya IP Office. In the following sections we describe the essential
configuration steps for SIP trunking to allow optimal interworking of both, the XCAPI and
the Avaya IP Office. Though being based on the Avaya IP Office release R11, this document is
applicable with other versions given a few adjustments.

At this point we suppose that the Avaya IP Office environment and the physical or virtual
application server is available and accessible through the network. Application server in this
context mean, a server with a recent available Microsoft Windows operating system with
latest updates and patches included. Further, that the XCAPI and the CAPI 2.0 voice or
fax application is properly installed. It is also supposed that the public network access via
ISDN and/or SIP is given and properly working, also in context with the custom and country
dependent numberings and call routings. The same goes for the networking (LAN, WAN, DMZ,
NAT, Firewall) itself as such topics are beyond the scope of this document and thus not shown
here at all. Please refer to the respective manufacturer documentations, manuals and examples
in such cases.

However, independent of the deployed application, the SIP connection can be tested with the
XCAPI's included test application (xtest.exe) that is available within the XCAPI’s installation
folder (by default \\Program Files (x86)\TE-SYSTEMS\XCAPI\). This test tool allows to check
with inbound and outbound calls, fax and testing several supplementary services.

We recommend to visit our YouTube channel frequently for XCAPI related tutorials about
licensing, the test tool, line monitor, tracing, analyzing and others. Registered community
users can check about latest documents, TechNotes and releases for XCAPI.

Please note that this example configurations are used in conjunction with a

‘ i PRI\BRI line. If using a SIP carrier or other service provider related instances like
a Session Border Controller, additional adjustments must be considered for all
involved instances. The same goes for the interoperability in conjunction with
other (SIP) lines. If available, we recommend to check with the corresponding
Avaya IP Office Application Notes. If there are doubts, please check and test
the required features and functions for the present VolP environment.
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XCAPI Configuration

Please start up the XCAPI configuration to create a new controller assigned to the Avaya IP
Office. If you've just installed the XCAPI and start the configuration tool for the first time or
no controller is available at all, the XCAPI controller wizard will pop up automatically. To start
up the XCAPI controller wizard manually, the hyperlink labeled Click here to add a controller
on the main page has to be clicked. Next select PBX or other VoIP System in the initial Type of
controller dialog and proceed with the Next button.
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Licenses

° TE-SYSTEMS GmbH - 500 Channels, 500 Fax Extension, 500 Security Extension
\ V Channels: 500 [H.323: 500, SIP: 500), T.38: 500, and Softtaw 500 [Expires: 1/10/2020)

Add new contioller
Welcome to the XCAPI Controller Wizard

Welcome to the XCAPI Controller Wizard

Controller

No contraller
& Currently there is no contraller configured.

The XCAPI controller wizard will suppert you when setting up a new Voice-over-IP
controller,

Please select one of the options below and click “Next" to continue, or “Cancel” to
it the Wizard.
O SIP Pravider

Trace Chaose 3 predefined profile for a SIP provider

Disabled
\ Currently nat collecting diagnostic information,

(@ PBX or other VolP System
Choose a predefined profile for a PBX or enter the H.323 or SIP connection
parameters manually

< Back Next > Cancel

2.1 VolP Environment

The next dialog lists some common Voice-over-IP environments. Selecting one of those will
set up the XCAPI controller with a selection of near-optimal presets, sparing you manual
configuration.

Add new controller
Select the Voice-over-IP environment

Select the envirenment for the new contreller te operate in. If the list below does not
contain your PBX you should select a compatible or one of the generic environments.

Avaya IP Office 2.0, 0/11.0

Avaya SES (Session Enablement Services)

AVM FRITZ!Box WLAN 7270

AVM FRITZ!Box WLAN 7330

berohet bero*fix VolP Gateways

bintec elmeg be.IP Series

brekeke SIP Server/brekeke PEX

Cisco Gateway

Cisco Unificd Communications Manager Express

Cisco CallManager/Cisco Unified Communications Manager
Clarity Communication Center

Dialegic® 1000 Media Gateway

Dialogic® 2000 Media Gateway v

< Back Next > Cancel
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2.2 Description and Channels

When the VolIP environment was selected, the next dialog allows setting a description for the
controller. Also the number of channels that the new controller will be able to provide can
be set here. This controls simultaneous connections the XCAPI controller can handle when
communicating with the Avaya IP Office and the bound CAPI 2.0 application.

Add new controller
Provide a description and select the number of channels

Please enter a meaningful description for the new controller and decide how many
channels should be available for applications. Please consider that the effective
number of available channels depend on the installed license.

n and channels
Description
‘Avaya IP Office 8.0/9.0/10.0/11.0

Channels

< Back Next > Cancel

2.3 Signaling Protocol

The next dialog shows a list of signaling protocols which are supported for the given Voice-
over-IP environment. In this example the SIP protocol is selected.

Add new controller
Select the Voice-over-IP signalling pratocol

Each voice-over-ip network operates with a specific voice-over-ip protocol like H.323
or SIP. The list below contains any voice-over-ip protocol that may be used with the
P — selected environment. Please select the protocol from the list that is used in your
network.

H.323
SIP

< Back Next > Cancel
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2.4 IP Address of the Avaya IP Office

Next the IP address or host name of the Avaya IP Office LAN interface must be provided. In
this example 172.18.0.46is used. The Avaya IP Office LAN configurations can be reviewed in
the chapter System Settings from page 9.

Please note, by default XCAPI is using port 5060 for SIP UDP. If the Avaya IP Office LAN and
SIP Line configurations are not using this default port, the XCAPI controller must be adjusted
after running the XCAPI controller wizard.

Add new controller
Provide the address of the Avaya IP Office

Provide the IP address of the Avaya IP Office in the network. If there is more than one
Avaya IP Office present in the network be sure to provide the IP address of the Avaya
IP Office that you want to use.

MNetwork Address
172.18.0.46

< Back Next > Cancel

2.5 Network Interface

Afterwards, select the network interface that will control the inbound and outbound
communications. Note that this is the XCAPI controller used Ethernet interface which will
be leveraged for the SIP communication with the Avaya IP Office.

Add new controller
Select the network interface

Since each terminal and gateway requires a physical connection to the voice-over-ip
network, your system needs a network-interface-controller (nic) with a link to this
network. Please select a certain nic from the list below.

Device Comment
7380158 Ethemet [BA-AE-ED-05-33-33]
= | Loopback Pseudo-Interface 1
B 127.0.0.1 Loopback Pseudo-Interface 1

< Back Mext > Cancel
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2.6 Port Allocation

If needed, a port range can be specified for any router or firewall restrictions for UDP (RTP/T.38).
In this example no range will be set which allows the XCAPI controller to use a random port
range between 1024 and 65535.

Add new controller
Provide information about port allocation

If you want to operate this system behind a router/gateway it might be necessary to
constrain local udp ports ta a certain range.

[ Constrain local udp ports to the following range

10000 - 10120

< Back Next > Cancel

2.7 Confirmation

The final wizard dialog performs checks on the configuration parameters you've made. If
errors are detected, use the Back button to correct the respective dialogs. Use the Finish button
to create the new controller.

Add new controller
Confirm that the provided informatien is correct

Click Finish to add the new controller with the configuration you have had made.

Confirmati

<Back Cancel
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Now, the created controller is listed on the main page of XCAPI's configuration tool.
Use the save button and exit the tool.

7 |

File View Help

EE e
CAPI TE-SYSTEMS
voiceoverlP
Licenses

oy

Click here to manage licenses

Controller

TE-SYSTEMS GmbH - 500 Channels. 500 Fax Extension. 500 Security Extension - 365 daps
Channels: 500 (H.323: 500, SIP: 500]. T.38: 500. and Softfax: 500 [Expies: 1/10/2020)

&>

Trace

Click here to add a controller

Avapa IP Office 8.0/9.0/10.0/11.0 (172.16.0.153
20 channels with [TU G.711 A-Law [64 kbit] (2000 Hz), ITU G.711 yu-Law [64 kbit] (8000 Hz), ETS| GSM 6.10, ITU G.723, T.38 - UDP, and Telephane-Event (RFC 2833) using Softf
at Avaya IP Office 8.0/9.0 at domain "172.18.0.46"

Disable % Remove 4 Moveup ¥ Move down

&

B_(/

Click here to start the lrace

Disabled
Currently not collecting diagnastic infarmation,

Information X

The configuration is now stored. Please restart all CAP| applications that

A

A are still active for the changes to take effect.
XCAPI Reinit Notification 9:26:28 AM
The diagnostics application has disconnected itself
from the device because the XCAPI has to perform a

initialization. The i ion will
reregister as soon as possible.

Please note that the bound CAPI 2.0 application with its services must be
completely stopped and restarted for the XCAPI controller changes to take
effect. Restarting any of the XCAPI services won't help at all. Alternatively
the Server where XCAPI is running on can be restarted. If enabled, the XCAPI
diagnostic monitor pops-up with a re-initialization notification on success.
Alternatively check with the Events tab of the XCAPI Line Monitor about a
configuration update notification (Event ID 20).
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Configuring the Avaya IP Office

In order to establish a connection between the XCAPI and the Avaya IP Office you need to
setup the XCAPI as SIP trunk with all its appropriate configurations. This example shows a basic
configuration which can’t be assigned one-to-one to the environment. The configuration
dialogs have to be adapted to the PBX environment, hardware and CAPI application.
Especially the dialing and numbering related topics such as Short Codes, ARS, Incoming Call
Route handling and all the Line related settings with its configurations must reflect local
conditions.

3.1 License

First, please ensure that the Avaya IP Office SIP Trunk Channels license key is available to allow
SIP trunking.

File Edit View Tools Help

‘2 05-dEEE AV o 26 0om7En - License

g -G K[ vi<]>
=K BOOTP License | Remote Server
<+ Operator
-+ O0E00TO7IE30 license Mode  License Normal
System
£ Line Licensed Version 110
Control Unit
& Bxtension PLDSHostD  [111326111326
wd User PLDS File Status  Valid
7§ Group
-9 Short Code
B Service Feature Key Instances Status  Expiration Date Source
Eal RAS . Avaya IP endpoints N/A 10 Valid Mever PLDS Nodal
‘\":,;"N"“;“:C’“ Route Essential Edition N/A 1 Valid  Never PLDS Nodal
o
am Directory IPS00 Voice Networking Channels N/A 4 Valid  Never PLDS Nods!
) Time Profile SIP Trunk Channels W [Vaid | Never | PLDS Nodal
Firewall Profile IP500 Universal PRI (Additional channels) N/A 2 Valid  Mever PLDS Nodal
Ml P Route
-8 Account Code
g License
ok |[ Canca | [ Help
Ready
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3.2 System Settings

Avaya IP Office R11

The Avaya IP Office LAN settings in this example are shown below. The IP address is the one
that was set for the XCAPI SIP controller as shown in the chapter IP Address of the Avaya IP
Office on page 5. Ensure that the SIP Trunks Enable option is set to allow SIP trunking. Ensure
that the Firewall/Nat Type configurations are set to your local requirements, also for the LAN2

interface.

File Edit View Tools Help
‘25-d ARE A v o 28 0Emnen - Sysem - 00E007071830

ek -BIX[vi<l>

System | LANT [LAN2 [DNS | Voicemail | Telephony | Directory Sevices | system Events [ sMTP_[sMDR [vem [ volP [ Contact Center | Avaya Cloud services |

LAN Settings [VolP | Network Topology |

1P Mask 25 . 2% . 54

1P Address . 8. 0 . %
0
Primary Trans.IP Address o 0.0 .0

e
[ Enable NAT
Nomber OF DHCP P Adrcsss
DHCP Mode

O Sever ® Client O Dielln O Disabled

[system| LAN1 [LaN2 [ONS [ Vicemai | Telephony | Dirctory Senvices [ ystem Events [ SMTP_| SMDR [ VCM | VlP | Contact Centr | Aveya Cloud Sevices

LaN etings| VoP | Network Topaogy |

9] H323 Gatekeeper bl
o [u}

432 g overTls Remote Ctlsgning o [0 E]

[m]

[ SIP Trunks Enable.
[ SIP Registrar Enable.

m)
5P Doma [ ]
5P Registrar FOON [ ]
] uop UDP Port 5060 E]  Remoteuopport [5060 5]
Layer 4 Protocol Rl TP Port 5060 E]  RemoteTcppor [5060 B
Ons Tispor 5061 Bl RemoteTispor [0 =]

Challnge Epation Time 5

w1
Port Number Range
i B2 om0
Port Number Range (NAT)
] Enable RTCP Mornitoring on Port 5005
RTCP collector P address for phones o .0 .0 .0
Keepalves
Scope [pisabled V] periodic timeout [0 ]
il keepat

DiffSensSetings

DSCP(He) Video DSCP (Hed) DSCP Mask (Hed 516 DSCP (Her)
% 7z osce Video DSCP DSCP Mask sGosc
DHCP Settings

Primary Ste Specfc Option Number (4600/5600)  [176 3]

Secondary Ste Speciic Option Number (1600/9600) 22 [3]

o

ODVoice VLAN e SpciicOpton Nober 50N B2 1]

e —

[system| LaN1[LaN2 [ONS | Vicemai | Telephony | Dirctory Senices | System Events [ SMTP | SMDR [ VM | VlP | Contact Centr | Aveya Cloud Sevices

AN setings [ Vo NetworkTepoloy |

Network Topology Discovery

STUN Server Address stunpor [ 5]
R

Binding Refresh Time (sec) ]

Public P Address [0 0 70 0] [RansTon | | Cancel

wop o

(] Run STUN on startup

TE-SYSTEMS
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The Telephony settings are mostly use defaults. The Inhibit Off-Switch Forward / Transfer must
be disabled to allow call forwarding or call transfer towards the pstn interface of the Avaya IP

Office.

File Edit View Tools Help

R BooTP (1)
i Operator ()
B 00E0D7071830
&% System (1)
=9 O0EOOTOTIED

‘205 d EEE A v o2\ 000ns0 v System

| OOEDOT071B30

e -8 X vl<l>

System [ LANT [ LAN2 [ DNS [ Voicemail | Telephony | Directory Services | System Events | SMTP [ SMDR [ vEM [ Volp [ Contact Center [ Avaya Cloud Services |

Teephony | P Poge| Tons & s g Tones [ M| callLog [ 10|

Analogue Extensions

Default Qutside Call Sequence
DefaultInsice Call Sequence
Default Ring Back Sequence
Restrict Anslogue Extension Ringer Voltage o

Dis Delay Tirme sec)
Dis Defay Court

Default No Answer Time (sec)
Hold Timeout (sec) I =

Park Timeout (sec)

Ring Delay (sec)

Call Picrity Promotion Time (sec) |Disabled

8
sstrimeperey
M Comnecion Preseration
Login Code Complexity

[Vl Enforce

Minimumlength 6

[ Complesiy

nt

RTCP Collector Configuration
[ Send RTCP to an RTCP Collecter

Companding Law
Switch Line
O ULaw O U-Lawline
® Aaw ® A-awline
[ 0SS Status
[ Auto Hold

Dial By Name

[ Show Account Code

L] Inhibit Off-Switch Forward/Transfer
[ Restrict Network Interconnect

[ Include location specific

mation
L] Drop External Only Impromptu Conference

] Visually Differentiate External Call

[ Unsupenvised Analog Trunk Disconnect Handling
[J High Quality Conferencing

[] Digital/Analogue Auto Create User

L] Directory Overrides Barring

L] Advertise Callee State To Internal Callers

L] Intemal Ring on Transfer

The VolIP defaults usually work well in conjunction with the ones of the XCAPI Avaya IP Office
controller. Nevertheless, please ensure that at minimum the G.711 codecs are set and the
RFC2833 Default payload value conforms to the one set in the XCAPI controller and other SIP
lines. If the RFC2833 value will be changed, please change it in the XCAPI controller also, as
described in the chapter DTMF on page 22. In practice, it is recommended using the same
codecs and codec profiles for all participating Avaya IP Office SIP line entities.

Www.xcapi.com

File Edit View Tools Help

‘005 HEEE A S 2% 0mnmen - System
= SCBIX|vi<l>

- 00ED7071830

& soot System [ LANY [ LAN2 [ DNS [ Voicemeil | Telephony [ Directory Services | System Events [ SMTP | SMDR [VCM | VolP | Contact Center | Avoya Cloud Services |
¢ Operstor
-5 00ED0071B30 VelP | VolP Secuity |
559 System
= 0OEOOTOT1830 Ignore DTMF Mismatch For Phones  []
Allow Direct Media Within NAT Location  []
RFC2833 Default Payload 101 B
Available Codecs Default Codec Selection
Unused Selected
& G711 ULAW 64K T2 6K [5>> | [e7awen
[ G.711 ALAW 64k - G711 ULAW 64K
¥l G722 64K T+ G.729(a) BK CS-ACELP
[ 6.729(6) 6K CS-ACELP G731 6KIMP-MLO.
[ 6.723.1 6K3 MP-MLQ
>>
5o
Ready
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3.3 SIP Line

The XCAPI related SIP Line here is used as follows.

e The ITSP Domain Name is left blank as this allows using the provided ITSP Proxy Address
field value that will be set in the Transport tab.

¢ In Service must be selected for enabling the SIP Line.
¢ Check OOS is also set for enabling SIP Options as a keep alive (heartbeat).

¢ Redirect and Transfer has to be set for allowing call transfer via SIP refer. For this Incoming
Supervised REFER must be set to Always and Outgoing Supervised REFER must be set to
Never.

File  Edit View Tools Help

‘25-HEFEE A v o2, oeoonorisn

ef -8 X v <>
R BooTP SIP Line‘ : 1l Detail : |13spn|s|pr o : : neer 1
& Operator
E 2“;';;"71““ Line Number B In Service
em
i =y O0E0OT071B30 TSP Dornain Name [ | checkoos
ST Line
-1 Local Domain Name [ |
et 2 Session Ti
-5 URI Type [ste urr | Session Timers
8 cen ED ] e e
st Timer (sec) On Demand
" 70
. 99
Prefix [ |
National Prefix [e |
Intemational Prefix [o0 |
Country Code | ‘ Redirect and Transfer
Marne Priority [Systerm Defaute V] e REFER Always M
Descipion [fapi 5P Trunk | oo L
Send 302 Moved Temporarily [
Qutgoing Blind REFER O
ok |[ coneel |[ Bl |
e |
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The ITSP Proxy Address is set to the XCAPI-Controller as shown in the chapter Network
Interface on page 5. The Network Configuration values are used with their defaults (Layer
4 Protocol with UDP, send and listen Port 5060).

Fle Edit View Tools Help
‘25 W AEE A v o 28 oxonons - Line -|s

Ei

& soote Call Detoils| VolP | T38 Fax|SIP Credentials|SIP Advanced| Engineering|
4 Operator
145 0OEOOTO71830 TSP Prosy Addres: | ZEINER
5% System
by ::\f\(];mmmzn Network Configuration
1 Layer 4 Protocol uop v
-2
s Use Network Topology Info [None v
7
~0 EwlictDNsSevert) | 0 0 0 .0 | ¢
" 64
"~ 70 Calls Route via Registrar [
" 99

File Edit View Tools Help

(25-H|EEE LD v =28 ommorsn - Line -8 =

& sootp \sw L—.M|T,.,,,spon\ CallDﬂaik‘\mlP |TSBFax|S\PCled:nﬁals SIP Advanced|Engineering|
4 Operator
-5 00E0DTO71B30 SIP URIs
-9 System URI Groups  Credential Local URl Contact P Asserted ID P Preferred 1D Diversion Header Remote Party ID
=T Line ) <Nome> Auto  Auto  Auto
-1
e
s
<3
" 8
64
70
-~ New URI
e —
O
Croree
Display Cortert Field mearing
Qutgaing Calls Forwarding/Twinning Incaring Calls
Local URI Ao v] [ate V] [caler | [orginal Caller ] [caled v]
Contact Ao v] [ate V] [caler | [original Caller v| [called v]
Phsseed D (V] [Aro v | [Ato v] [caler | [Orginal Caller v| [called v
PPrefered 1D [ [Nere | [Nene v] | [rvone ] [Nare v [Nene v]
Diversion Headr (¥] [futo | [Aute V] [cater o] [caller ] [Nane V]
Femct pary 0 (] ere ] fone ]| e <] [fene <] [Nene <]
- T —q -
Ready J
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The Codec Selection is used with a Custom codec selection (G.711 only). Except the Re-Invite
Supported flag, all others parameters must be unchecked.

In reference to the XCAPI controller configurations with its defaults, the Fax Transport Support
is using G.711. The DTMF Support is used with the RFC2833 method. As a reminder the
RFC2833 payload value is by default set to 101 for both, the XCAPI controller and the Avaya IP
Office. RFC2833 related information can be found in the chapter System Settings on page
9 and DTMF on page 22. Additional information about facsimile can be reviewed in the
referring fax chapters starting on page 16. Please take notice of using conform codec and
payload configurations (voice, fax, dtmf) for all involved SIP line entities of the Avaya IP Office
environment.

File Edit View Tools Help

25 d AEE A v o2 won7en - Line -8

ek M X vi<|>

& BooTP SIP Line| Transport| Cll Details ValP {38 Fax|SIP Credentiols| iP Advanced| Engineering |
4 Operator ’

-4 OOEDD7071B30

(1 VolP Silence Suppression

5% System
r‘ ODEOOTOTIBI0 [ Local Hold Music
=7 Line (8) ‘Cus!nm "‘ W Re-invite rted
3
2 Unused Selected [] Codec Lockdown
-5 6.722 64K G711 ALAW 64K
~ 7 6.729(z) 8K CS-ACELP. G711 ULAW 64K [ Allow Direct Media Path
~ 38 6.723.1 6K3 MP-MLQ. [] Force direct media with phones
. 64
~ 70 ] PRACK/100rel Supported:
e [ 6711 Fax ECAN
Fax Transport Support [G711 v
DTMF Support [Rrcasss v
Media Security Disabled v

set.

Fle Edit View Tooks Help
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Use + for Intemational
Use PAIfor Privacy

Use Domain for PAI

Caller ID from From header
Send From In Clear

Cache Auth Credentials
User-Agent and Server Headers

Send Location Info.

DiHDDDDDDDD & O

Add UUI header
Add UUI headerto redirected

[m]

Call Initiation Timeout (s) _E
Call Queving Timeout (mins) 5 5]
on No User Responding Send

Service Busy Response

‘25 EEE A v 528 omonnss - Line -8
‘ S-S X<
K Boote SIP Line| Transport| Call Details|VolP | T38 Fax|SIP Credentials {SIP Advanced Engincering|
4 Operator
-5 00EDOTOTIB30 Addressing Media
=
T ER association Method [By source I adress V] AllowEmpty INUTE g
B4 Line @ Send Empty re-INVITE )
1 Allow To Tag Change a
e Call Routing Method Request URI v
w7 Use P-Called-Party Send SilenceSupp=Off O
8
[N Suppress DNS SRV Lookups Force Early Direct Media a
Lw Media Connection Dieabied S
i Preservation
Identity -
Indicate HOLD )
Use "phone-context”
Add user=phene ol Control
losmoyree ]
[orRenetlimeost ]

Action on CAC Location Limit | Allow Voicemail v
Suppress Q850 Reason o
Header

Emulate NOTIFY forREFER  []
No REFER if using Diversion [

e-mail sales@te-systems.com

phone +49 5363 8195-0 (Germany)

+1781 850-4118 (USA)

TE-SYSTEMS

competence in e-communications.




Avaya IP Office R11

3.4 Short Codes

The XCAPI related Short Code is using Code 8N, Dial Feature, Telephone Number N and Line
Group ID 8000.

Fle Edt View Tools Help
‘8 5-H HRE A v o 2 ¢ ooon7ie - Short Code

R BOOTR [~ || Short Code

& Operator

-0 X <>

=% O0ECO7071830 Code an |
= System
7 Line (©) Feature [pial V]

<= Control Unit

Telephone Number ‘N |
Line Group ID B Y|
Locale [ ‘|
Force Account Code )

Force Authorization Code [ ]

o || ceneel [ e |

Ready J

3.5 Incoming Call Route

The Incoming Call Route entry for the XCAPI SIP Line is shown next. The dot symbol for the
Destination value matches the Incoming Number field. In this example this field is blank, so
any destination value will match.

File Edt View Tools Help
‘85 BAEEA v 528 oeonrien + Incoming Call Route = 8000 s

R BOOTP Line Group ID Incoming Mumber Destination Bearer Capability CLI  Fallback Extension
# Operator @0 -4543X # Any Voice

“ ODEDOTOT1B30 @0 -450)0(X # Any Voice

%7 System e
7 Line

i Contrel Unit
A& Extension .
User o000 03221108 . Any Voice #
Group
Short Code
Service

ol RAS

ﬂ Incoming Call Route

Ready
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Fax

In this chapter, we are going to describe configuring the fax services for leveraging T.38 and
Softfax (G.711 fax pass through). The latter is being used as default if creating the Avaya IP
Office controller through XCAPI's controller wizard. For faxing to function correctly you must
ensure that the Codec, Framing, Bandwidth and DTMF settings are set conform to the ones
in the XCAPI controller configuration and other participating SIP instances. Take note of the
following considerations and hints for choosing the fax method:

¢ Both, SoftFax (G.711 fax pass through) and T.38 is working well in conjunction with an
Avaya IP Office BRI or PRI interface.

¢ If using multiple SIP instances connecting the Avaya IP Office the pstn, the supported and
preferred fax method of the SIP carrier must be used and set to conform for all of them.
If there are any doubts and if available, please check with the corresponding Avaya IP
Office Application Notes.

¢ It is recommended to not use different Fax methods for multiple SIP line instances. The
same goes for the codec selection (G.711 codecs, RFC2833 value). Ensure the settings used
for all SIP line instances, conform to the ones that are supported.

¢ Don't use fax fallback (T.38 to G.711 fax pass through) unless it is fully supported by the
SIP carrier and tested extensively in conjunction with XCAPI.

e For virtual environments, please check our documents XCAPI TechNote (en) - VMware
Virtual Machines and XCAPI TechNote (en) - Microsoft Hyper-V which are available within
or community download section for registered users.

¢ We strongly recommend using latest XCAPI versions for best results and it might be even
be necessary with latest manufacturer releases and firmware versions, especially when
using the T.38 fax method.
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4.1 SoftFax (G.711 Fax Pass Through)

In the SoftFax (G.711 fax pass through) mode, XCAPI simulates an analog fax device by
transmitting modulated fax signals like a modem through the established G.711 audio
channels. For this Softfax (G.711 fax pass through) must be selected as Fax Method, which
is set by default through the XCAPI controller wizard. Ensure that the Fax Transport Support
within VolIP tab of the SIP line is enabled for G.711 as shown in the chapter SIP Line starting
on page 11.

File View Help

"B e
Configuration Options
X Information Fax Method
> - Licenses (TE-SYSTEMS GmbH - 500 Channels, 500 Fax Select whether the XCAPI should transfer fax via T.38 signalling or via T.30 signalling encoded in the audio
> CAPI 2.0 Options channel (Softfax). Selecting Disabled will also remove any configured fax codecs.
Trace
Fax Fax Method Softfax (G.711 fax pass through) -
Controller
- E Avays [P Office 8.0/2.0/10.0/11.0 [1v.34 Fax Support Enabled

[JReject Attempts to Negotiate T.33

Fax Calling Tone/Fax Called Tone

Depending on direction fax transmissions start with a CED or CNG signal tone. Select whether these shall be
transmitted before or after T.38 negotiation.

> El? Supplementary Services Transmit CED signal tone after T.38 negotiation v
5 -af° Codecs . . =—

) Telephone-number-fittr Trensmit CNG signal tene after T.38 negotiation -
5 S Tweaks Transmit CNG signal tone timeout Default v

5 -<if Audioports
5 S8 H.323 Tweaks
5 8 SIP Tweaks

When using SoftFax (G.711 fax pass through) you may have to set the BRI or PRI
' line short code to Dial 3K1 for proper functionality. This dial feature sets the

ISDN bearer capabilities to 3.1KHz and improves the compatibility with specific

remote devices which only allows facsimile up to such bearer capability.
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4.2 T.38

Before enabling T.38, it is mandatory to ensure that this method is supported by all
participating SIP lines (such as SBC's and SIP carriers) for pstn connectivity. As mentioned in
the beginning of this chapter, don’t use fax fallback if any of the involved instances supports
T.38 or G.711 fax pass through only. However, for enabling this fax method you have to select

Avaya IP Office R11

T.38 as Fax Transport Support method as shown next.

File Edit View Tools Help

(205 FEE A - 2 6 oo - Line -8

Ei gh - X v <>

& Bootp [SIP Line| Transpart| Call Details ValP (T3 Fax|SIP Credentials|SIP Advanced|Engincering |
[ Operator ’
% 00EO0TOT1B30 [ VolP Silence Suppression
B
: -S:sﬂ;unt‘m?mm;n [ Local Hold Music
E-FT Line (8) Codec Selection [Custom V] 7] Revinite Supported
[ Unused Selected
[ ] [ Codec Lockdown
[Bpiys 6.722 64K G711 ALAW 64K
[ 6.729(a) 8K CS-ACELP G.711 ULAW 64K [ Aflow Direct Media Path
[ G.723.1 6K3 MP-MLQ. [ Force direct media with phones
ey B4
w70 [ PRACK/100rel Supported
i <<
99 [] G.711 Fax ECAN
>
Fax Transport Support |38 v
DTMF Support [rFcasss v
Media Security [Disabled v
5 [ o ||
Ready
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When using T.38, this fax method must also be supported and enabled for all other

participating instances in between (SIP gateways, SIP provider, SBCs etc.).

It is strongly

recommended to avoid any kind of unnecessary transcoding (for e.g. G.711 to T.38 or vice

versa) and using standard fax methods for all participating instances. For enabling T.38 this
Fax Method must be set as shown below.

Ensure that the T.38 - UDP is available and enabled within the Codecs tab of the XCAPI
controller configuration. One speech codec (in common G.711law or G.711u-law) must be
enabled for the initial call establishment. The Fax Calling Tone/Fax Called Tone behavior as
well as the T.38 codec settings should only be adjusted after consultation.

File View Help

a ~Ele

Configuration

Options

F Information

18 Trace
Fax
~ E§ Controller

5 % Licenses (TE-SYSTEMS GmbH - 500 Channels, 500 Fax
> [ capi 2.0 Options

H Avaya IP Office 8.0/9.0/10.0/11.0

Fax Method

Fax Method

Select whether the XCAPI should transfer fax
channel (Softfax). Selecting Disabled will also remove any configured fax codecs.

[[1v.34 Fax Support Enabled

via T.28 signalling or via T.30 si

ling encoded in the audio

T38 v

~ B3 Controller
~ H Avays IP Office 8.0/9.0/10.0/11.0

» HE Network
> o) Supplementary Services
v i Codecs
Lo ITU G711 A-Law [64 kbit] (2000 Hz)
L ITU BT p-Law [64 kbit] (800D Hz)
< ETSIGSM 6.10
-afF MU G720
] T.38 - UDP
" &y Telephone-Event (RFC 2833)
£ Telephone-number-filter
5 88 Tweaks
< Audioports
5 s H323 Tweaks
5 s SIP Tweaks

[
o TLS
= Fax Calling Tone/Fax Called Tone
B CAPI 2.0 Depending on direction fax transmissions start with a CED or CNG signal tone. Select whether these shall be
@ Audio transmitted before or after T.38 negotiation.
5 -EB Network
> ﬁ? Supplementary Services Transmit CED signal tone after T.38 negotiation -
At Codecs
’@ Telephone-number-filter Transmit CNG signal tone after T.38 negotiation v
5 4y Tweaks Transmit CNG signal tone timeout Default v
> < Audioports
> B85 H.323 Tweaks 7|
< 8 SIP Tweaks :
File View Help
~H e
Cenfiguration n Warning: Changing the T.38 default configuration may render XCAPI unable to send or receive fax messages, Fax
g r— communication setup is preferably carried out on the contraller's fax dialog.
- Information
> 22 Licenses (TE-SYSTEMS GmbH - 500 Channels, 500 Fax| T.38
> CAPI 2.0 Options
T.32 Parameters

Select which participant is responsible for rate management and select the T.38 protocol version that should be
used. Change these settings enly if preblems with a specific gateway ccur.

Rate Management
T.38 Version

| XCAP! preferred v

738 Version 0 v
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Call Transfer

For enabling call transfer via SIP refer, the simulated ect by call-tromboning (line-interconnect)
parameter has to be disabled within the XCAPI controller features tab. As previously
mentioned in the SIP Line chapter starting on page 11, Incoming Supervised REFER must be
set to Always. If required you may have to disable the Inhibit Off-Switch Forward / Transfer
parameter as mentioned in the System Settings chapter starting on page 9.

Depending on other call transfer or forward scenarios, parameters like Restrict Network
Interconnect or Analog Trunk to Trunk Connection of the Avaya IP Office might be adjusted as
well. Both parameters are located in the Telephony tab of the Avaya IP Office Systems settings
which are not shown in detail here.

File View Help
THle
Configuration Controller Features
& Information Simulate ECT
> -2 Licenses (TE-SYSTEMS GmbH - 500 Channels, 500 Fax In cases where the environment does not support call-transfer operations it is possible to simulate call-transfer by
> B CAPI 2.0 Options call-tromboning (line-interconnect).
4B Trace
Fax [[]Simulate ECT by call-tromboning (line-interconnect)
~ HJ Controller ["] Notify destination
[ Tunnel signaling information to destination
[ | Try path replacement
[IHold/Retrieve relay
[Z] DTMF relay
Software Codecs
> B Network These features affect the behaviour of th in some situations and will be applied to each connection of this
5 ) Supplementary Services controller.
5 i Codecs
L €] Telephone-number-filter [A Use software fax over audio channels
5 4in Tweaks [ Try native fax first
» <& Audioports [ Use software modem over audio channels
5 B8 H.323 Tweaks
> B SIP Tweaks
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SIP Diversion Header

For enabling SIP diversion headers from the Avaya IP Office towards the XCAPI SIP line, the
Diversion Header must be enabled through the Call Details. An example is shown in the SIP
Line chapter starting on page 11. XCAPI detects the SIP Diversion header automatically by

Avaya IP Office R11

default. The first header will be used.

Www.xcapi.com

vd
File View Help

a<EH v

Configuration

00 Information

> 3 Licenses (TE-SYSTEMS GmbH - 300 Channels, 500 Fax

> [if capl2.0 Optiens

» -HF Network

3 -4 Supplementary Services
+ 4ff Codecs

£ Telephone-number-filter
>. % Tweaks

> (? Audioports

5 #y H323 Tweaks

5 Hly SIP Tweaks

SIP Options Proxies Registrations Protocol Timer  Overlap sending  Failover and Overflow
SIP Specific Options

These options control several optiens of the SIP protocol, It is recommended not to change the these options
until preblems arise.

Preferred Transport Prefer UDP over TCP i
Local port for UDP/TCP 5090

Local port for TLS 5061

Max Forwards 70

TCP Policy Trunk b
Diversicn Handling First Diversion/History Info Header bl
[ Allow applications to set the calling-number

[[ISend Short Headers

[ Send User Agent

[]Send Keep-Alive Packets

[[]Don't send Record-Route Header

[ Disallow Routing Record Update

[ 5end SDP in Progress

[]Send SDP in Ringing

[[] Terminate on Progress with Reason Header

[] Send OK Response to OPTIONS Regardless of State
[ Send Method Not Allowed Response to SUBSCRIBE
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Codecs

The XCAPI controller wizard sets the codecs as shown on the screenshot below. For
interoperability reasons, this might having to be adjusted. Unsupported codecs, especially
in conjunction with other Avaya IP Office SIP lines, can be disabled. If your environment and
region prefers the G.711ulaw, this should be moved to the top of the codec list. To do this,
just mark the codec entry and use the arrow key symbols. Codec related hints are given in the
chapters System Settings on page 9, SIP Line on page 11 and Fax on page 15.

DTMF related hints will be given in the next chapter.

File View Help

= Ml -

Configuration Codecs

¢ Information Each codec activated below may be selected and used in call establishment. The order of the codecs determines their
5 P Licenses (TE-SYSTEMS GmbH - 500 Channels, 500 Fax|  priority.

> [ cAPI 2.0 Options

~ E3 Controller Codec Samplerate Packettime
B Avaya IP Office 2.0/9.0/10.0/11.0 Audio Cadecs

-8 siP R 1T 5 711 L (B4 kit 2000 Hz 20ms

TS A ITU 6711 L [64 kbit] 9000 Ha Mms

Fax D1 Pou 165 1L18) 000 Hz 20ms

[ capizo .

& Audio Mdrersissnain 8000 Hz s
 HP Network Edeimu e 729 3000 Hz 20ms
$ ) Supplementary Services Fax Codecs
~ <t Codecs HAET.3%-uoe

L ITU G711 A-Law [64 kbit] (2000 Hz)
Lol ITU G711 p-Law [64 kbit] (8000 Hz)
L ETSIGSM 6.10

Auwsiliary Codecs
=) Telephone-Ewent [RFC 2833)

Telephone-Event (RFC 2833)
P Telephone-number-filter

> % Tweaks

5 < Audioports

5 Hly H323 Tweaks

5 #8y SIP Twesks
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DTMF

The XCAPI controller is set and enabled for RFC2833 with payload value of 101 by default.
Ensure that the corresponding Avaya IP Office SIP line for XCAPI is enabled for RFC2833 DTMF
Support as well and that the global Avaya IP Office RFC2833 Default Payload value is set the
same. For details please check with the VoIP tab of the Avaya IP Office System Settings as
shown in the same named chapter described on page 9 and the SIP Line chapter on page 11.

Please note that the payload value must be set to conform for all participating SIP instances
for proper functionality. The required value of the SIP carrier (or SBC) connected to the Avaya
IP Office should have priority.

If the value is not 101, the required one should be set for the XCAPI controller

File View Help

“E e
Cenfiguration Options
-~ Information Payload Type

> -3 Licenses (TE-SYSTEMS GmbH - 500 Channels, 500 Fax Define the payload-type that should be used to receive telephone-events sent by remote terminals.
> [ CAPI 2.0 Options

=
318 Trace
-3 Fax
Payload-Type (0-1 0
~ @ Controller b ype (0-127) ‘
~ HJ Avaya IP Office 2.0/9.0/10.0/11.0
g SIP

TLS

> BB Metwork

)‘ ) Supplementary Services

v 4t Codecs

m% ITU G.711 A-Law [64 kbit] (2000 Hz)

Jm? ITU G.711 p-Law [64 kbit] (8000 Hz)
i ETSIGSM 6.10

% Telephone-Event (RFC 2833)
-8 Telephone-number-filter
> % Tweaks
5 < Audioports
> 8 H323 Tweaks
o 8 SIP Twesks
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Troubleshooting

Initially we recommend checking the Avaya IP Office System Status for any alarms if the XCAPI
related SIP trunk and the Avaya IP Office SIP line is In Service. Initial debugging can be check
with some Tracing on the participating trunk lines. For in-depth analyzing, check the Avaya IP
Office SysMonitor.

For XCAPI troubleshooting please check with an XCAPI trace. Some basic information about
using the XCAPI traces will be given in the video XCAPI 08 - Create a trace in our YouTube
channel. Contact our sales team for any license related questions or general questions about
our products. For support requests, contact our support team with a short and precise
description of the issue. Attach a trace showing the described scenario. Please provide any
additional information if the infrastructure and VolIP environment is complex. An example
of this would be if a connected SIP provider or other SIP instances (like an SBC) are able to
provide additional logs. This gives us a more complete overview of the problem. For in-depth
analyzing additional Wireshark logs might also being useful, from both, the XCAPI system
and the participating Avaya IP Office lines of SIP carriers or SBC's. New e-mail requests to our
support system will open a ticket and our ticket system automatically generates a reply with a
ticket number. This should always be used for reference purposes. Always refer to that ticket
number when doing any e-mail or phone requests.

1P Office System Status.
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Exclusion of Liability

Copyright © 2019 TE-SYSTEMS GmbH
All rights reserved
This document, in part or in its entirety, may not be reproduced in any form without the prior consent of TE-SYSTEMS GmbH.

The information contained in this document was correct at the time of writing. TE-SYSTEMS GmbH reserves the right to make any
alterations without prior notice.

The utmost care was applied during the compilation of texts and images, as well as during the creation of the software. Nevertheless,
no responsibility can be taken for the content being accurate, up to date or complete, nor for the efficient or error-free operation
of the software for a particular purpose. Therefore, TE-SYSTEMS GmbH cannot be held liable for any damages resulting directly or
indirectly from the use of this document.

Trademarks

All names of products or services used are trademarks or registered trademarks (also without specified indication) of the respective
private or legal persons and are therefore subject to legal regulations.

Third Party Disclaimer and Limitations

,OpenSSL”, developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/), written by Eric Young
(eay@cryptsoft.com) and written by Tim Hudson (tjh@cryptsoft.com).

.MD2, MD4 and MD5 Message Digest Algorithms” via source code derived from the RSA Data Security, Inc.
+RFC 4634 Secure Hash Algorithm”, via source code derived from the RFC 4634.

Copyright-Notices
All files included in this sample are copyrighted by TE-SYSTEMS GmbH.
All samples and the SDK may only be used in combination with the XCAPI-product.
The SDK contains code from libtiff with the following copyright-notice:
Copyright (c) 1988-1997 Sam Leffler
Copyright () 1991-1997 Silicon Graphics, Inc.
Permission to use, copy, modify, distribute, and sell this software and its documentation for any purpose is hereby granted without
fee, provided that (i) the above copyright notices and this permission notice appear in all copies of the software and related documen-

tation, and (ii) the names of Sam Leffler and Silicon Graphics may not be used in any advertising or publicity relating to the software
without the specific, prior written permission of Sam Leffler and Silicon Graphics.

THE SOFTWARE IS PROVIDED , AS-IS” AND WITHOUT WARRANTY OF ANY KIND, EXPRESS, IMPLIED OR OTHERWISE, INCLUDING WIT-
HOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

IN NO EVENT SHALL SAM LEFFLER OR SILICON GRAPHICS BE LIABLE FOR ANY SPECIAL, INCIDENTAL, INDIRECT OR CONSEQUENTIAL
DAMAGES OF ANY KIND, OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER OR NOT
ADVISED OF THE POSSIBILITY OF DAMAGE, AND ON ANY THEORY OF LIABILITY, ARISING OUT OF OR IN CONNECTION WITH THE USE
OR PERFORMANCE OF THIS SOFTWARE.
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